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PE3IOME. BBEOEHUE. Vccnenytotca Bonpockl NpoekTpoBaHns 6e30nacHoro Xunoro NpocTpaHCcTBa Ha YpoBHe du-
3nyeckoro goctyna. lNpepnaraeTtcs popManu3oBaHHOE NpeaCTaBNeEHNE MOLENWU PUCK-OPUEHTUPOBAHHOW OLieHKM 6es3-
0MacHOCTW CUCTEMbI «YMHBIV JOM» HA YpOBHE huanyeckoro foctyna. MNpeactaBnsaoTcsa pe3ynbTaTthl 3KCNepUMEHTan b-
HbIX MCCNEA0BAHMWIA BMUSHWS PUCK-OPUEHTUPOBAHHON Ha MHTErparnbHYH0 OLieHKy 6e30nacHOCTW B UCCneyemoii cucTeme.
LIENb. PaspaboTtatb Mogenb PUCK-OPMEHTUPOBAHHOW OLIEHKM, KOTOpas Npu NPOEKTUPOBAHUM COBPEMEHHOMO XWUMOro
NpoCTpaHCTBa MNO3BOSMT AOCTMYL Tpebyemoro ypoBHsi 6e3onacHocT. METOObI. [na goctukenust uenu paboTbl uc-
CrefytoTcs BOMPOCh NPOEKTUPOBaHWs 6e30macHoro Xunoro NPoCcTpaHCTBa Ha ypoBHe (uanyeckoro goctyna Ha Gase
annapaTta Teopuum MaccoBoro obcnyxueaHus. Mccnegyemble MapkOBCKME MpoUEecch hopmanusylotes B rpad)oBom
dopme. BbigeneHHble COCTOSHUSA CUCTEMbl OMPEAenstoT WOAEHTUPUKALMOHHbIE 3NIeMEHTLI NOMb3oBaTeNs B CUCTEME
«YMHbI gom». B cTpykType 0bLen Mmogenu — Mogenb pUCK-OPMEHTUPOBAHHOW OLLEeHKM 6e30MacHOCTU CUCTEMBI «YMHBI
AOM» Ha ypoBHe (uamyeckoro goctyna. PE3YINIbTATbI anpobauun npeanoxeHHoW Mogenu nokasanu CylieCTBEHHOe
BIMSIHNE M3MEHEHUS TaKX NokasaTesied, Kak CTOMMOCTb BO3MOXHOrO yliepba OT peanusauum cOOTBETCTBYIOLLEN Yrpo-
3bl Ha YPOBHE (hU3NYECKOro A0CTYNa, BEPOSTHOCTb Nepexoaa CUCTEMbI U3 COCTOSHUA S B COCTOAHUE Sj Ha nokasaTesib
obwen b6esonacHoct cuctembl B LenoM. BbIBOObI. lNpegnoxenHas mMofenb pUCK-OPUEHTUPOBAHHOW oOLueHku 6es-
0MacHOCTW CUCTEMbI «YMHBIN JOM» Ha YPOBHE (hM3NYECKOrO JOCTYNa MOXET UCNOMb30BATLCA KaK B OKANbHOM, TaK U B
CETEBOM OLEHOYHOM PEXMME, YTO MO3BOMSET JOCTUYL HOBOTO YPOBHS 3(PDEKTUBHOCTM NPOEKTHOMO PELLEHUS CUCTEMBI
«YMHbBIA AOM» B LIEMNOM.

Knwoyeebie crioga: xumoe npocmpaHcmeo, «YMHbIl Oom», 0Oepeso yepos, pusudeckul Aocmyr, pUCK-
OpueHmMuposaHHasi OUeHKa, UHmezpasibHas OUeHKa, hopmariu308aHHasi MOOEsb.
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ABSTRACT. INTRODUCTION. The article deals with the issues of designing a safe living space at the level of physical
access. A formalized model of the risk-oriented evaluation of “Smart Home” system safety at the level of physical access
is proposed. The results of experimental studies of the effect of risk-oriented safety evaluation on the integrated one in
the studied system are provided. THE PURPOSE of this work is to develop a model of risk-oriented evaluation that will
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allow to achieve the required safety level while designing modern living space. METHODS. To achieve the set purpose
the authors study the issues of designing the safe living space at the level of physical access on the basis of the queuing
theory tools. Investigated Markov processes are formalized in a graph form. Distinguished states of the system determine
user’s identification elements in the “Smart Home” system, i.e. the model of risk-oriented evaluation of “Smart Home”
system safety at the level of physical access in the structure of the general model. THE RESULTS of testing the pro-
posed model have shown a significant effect of changes in the cost of possible damage from the implementation of the
corresponding threat at the level of physical access and the probability of system transition from state S; to state S; on the
total security indicator of the system as a whole. CONCLUSIONS. The proposed model of risk-oriented evaluation of the
“Smart Home” system safety at the level of physical access can be used in both local and network evaluation mode,
which allows to achieve a new effectiveness level of the design solution of the whole “Smart Home” system.

Keywords: living space, “Smart home”, tree of threats, physical access, risk-oriented evaluation, integrative evaluation,
formalized model

For citation: Ovchinnikov N.A., Maksimova E.A., Alekseenko A.V. Designing modern living space: the model of risk-

oriented safety evaluation at the level of physical access. Proceedings of Irkutsk State Technical University. 2016,
vol. 20, no. 9, pp. 58-64. (In Russian) DOI: 10.21285/1814-3520-2016-9-58-64

BBepeHue

OgHMM 13 nokasartenen couunanbHowm
[OCTYMHOCTM  MH(POPMALMOHHBLIX CUCTEM 1
TexHonorun B Poccun aBnseTcs cuctema co-
BPEMEHHOIO XUMOro MNpOCTPaHCTBA «YMHbIiA
aom» (Y[). 3to  xmnow OOM COBPEMEHHOrO
TWNa, OPraHN30BaHHbIN AN NPOXMBAHWS Nto-
AeV npu noMoLwy aBTOMaTU3auUMn U BbICOKO-
TEXHOMOMMYHbIX ycTponcTtB [1]. Tlog «yMHbIM
LOMOM» crefyeT MOHMMAaTb WMH(OPMaLMOH-

HYI cuctemy, kotopas obecneyvBaeT 6es-
onacHoCTb, KOMOPT U pecypcocbepexeHne
[Ns BCex nosib3oBaTtenen.

Kak 6bino oTMeyeHo aBTopamu pabo-
Tbl [2], cuctema Y[ B Poccumn asnsietcsa npu-
BnekaTenbHOW NS 310YMbILLNEHHbIX BO3aew-
ctBun. CrniegoBaTesibHO, akTyanbHOW SBnseT-
cA 3apgava obecnevyeHnss Ge3onacHoOCTU Cu-
cTembl Y.

Puck-opueHTMpoBaHHas oLeHKa 6e30MacHOCTU Ha YpOBHe (puanyeckoro gocryna

CywecTtsytowme cuctembl Y[ npoek-
TUPYIOTCA NO cregyrwmm cxemam [3]:

— LleHTpanu3oBaHHas — cuctema, obb-
eaMHALLAasa BCe YCTPOMCTBA C MOMOLLBIO LiEH-
TpanbHOro npoueccopa;

— [eLeHTpanu3oBaHHas cxema — Cu-
cTeMa, B KOTOPOW ynpaBfeHWe OCyLLeCTBMS-
eTCs Yepes TOMONOrMYECKUN AMEMEHT — LLMHY,
B Npefenax yCTPOWUCTB;

— cxema X10 — 310 cxema nocTpoeHums
npoTokona nepegayy ynpaensoWMX CUrHa-
NOB (KOMaHA) No CUMOBOMW 351EKTPONPOBOAKE
Ha 3NEKTPOHHbIE MOAYIN.

[laHHble CXeMbl SBMSOTCH OCHOBOMO-
noralwyMun B npouecce NpoekTMpoBaHUSA Cu-
CTeMbl 3aliMTbl COBPEMEHHOrO KWUMOro npo-
CTpaHCTBa, TaK Kak NO3BONSAIOT onpenenvTb
ys3BUMble MeCTa, BUAbl 3aliMLaeMbIX ane-
MEHTOB, CTPYKTYpPY CUCTEMbI 3aLUUTbI U ee COo-
CTaBnsoLme.

[Npun co3gaHum cUcTembl 3aLLnThl B CK-
cteme Y[l BO3MOXHO pacCMOTPEHWE pasnuny-

HbIX BapWaHTOB MOCTPOEHUS MOLENN Yrpo3
[4]. B xooe unccnepgoBaHust paspabotaHo fe-
peBo yrpo3 6esonacHocTn cuctembl Y[
(puc. 1), roge U; — BO3MOXHblE Yrpo3bl;
U; — HecaHKUMOHUPOBaHHOE yrnpaBneHue cu-
ctemon Y[l yepes WHTepHeT; U, — kpaxa WH-
opmaumm  yepe3 obnayHble  CUCTEMBI;
Us - nepexsat paguocurHana;
Us — HecaHKLMOHMPOBAHHOE BO3JeNCTBUE Ha
cuctemy Y[l nobouHbIMM paguocurHanamu;
Us — noTeps nyneTa; Us — BbIBOA M3 CTPOS arn-
napatypsbl; U7 — ataka Ha cepsep; Ug — He-
CaHKLMOHUPOBaHHOE YnpaBfieHue CUCTeMON
Y[; Ug — ckauku HanpsbkeHus; Uyg — obecTto-
ymBaHve goma; Uiy — ataku Ha cepsep Xio;
U2 — NoBOYHbIE 3NeKTPOMarHUTHbIe W3nyye-
Hus; Uz — HecaHKUMOHMPOBAHHOE Yyrnpasre-
Hue cuctemon Y[l no paguokaHany B CUNOBOW
nposogke; Uiy, — HaBogku; Uis — BbIBOA M3
cTpos obopyaoBaHus; Uig — HECAHKLMOHMPO-
BaHHoe nogknioyeHne k cetn Y[; Uiz — KOH-
bnukTHOE  (byHKUMOHMpOBaHWE 0bOpyaoBa-
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Hug; Uig — owmnbkn nonbsosatenst; Ujg — He-
caHKunoHupoBaHHbin goctyn (HCO) B nome-
weHue cuctembl Y[; Uy — HC Kk weHTpansb-
HOW naHenu ynpaenexus; U, — HCO goctyn K
cepsepy cuctemsbl Y[; Uz, — BbIBO4 M3 CTpOS
onepaLyoHHol cuctembi’,

Mpy NOCTPOEHUM CUCTEMbI 3aLUMTHI
peLatwTcs, B TOM 4YuUcne, BOMPOCHl ee OnTu-

musaumu. OfHO U3 CPeacTB pelleHns JaHHOW
3afjayn CBSI3aHO C MPOLIECCOM 30HMPOBAHMUA
KMNOro NpocTpaHcTBa. pn BbINOMHEHUN 30-
HUPOBaHWUA COBPEMEHHOI0 XWUNoro npocTpaH-
CTBa C NPUBA3KOW K epeBy yrpo3 B Xxode Wc-
CrefoBaHus onpefderieHa yrpo3a Ha ypoBHe
bu3nyeckoro focTyna — A4OCTYN B NOMeLLeHune
cuctembl Y[ (puc. 2).

Bo3moxHble 3N0y MbILLNEHHbIE BOSAEVCTBI B CUCTEME «YMHBIA
nom» / Passible hazardous impacts in the “Smart House” system

Yrposa pumueckoro
Yrposa cbnasroro Yrposa so3peiicTaim Yrpo3a BosgeiicTaI Ha ceTb Yrpo3a ONTOBONOKOHHBIX U OuwGw nonssosarens / ﬂ‘;“yn:’/ Threat of
ynpaerenis / Threatof || |l pagocurwanom / Threat of anektpomTans / Threat of the KoaKchanbHeix Kabenedt / Threat User'sermors physical access
cloud control radio signal action impact on power supply network of fier optic and coaxidl cables (U1s) (Uts)
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Puc. 1. lepeeo yepo3 6e3onacHocmu e cucmeme Y[
Fig. 1. Tree of security threats in the “Smart Home” system

TiPomd, WP CaCTIARS MG ORwatt CH TR 7, 1) P T 5063
gocnem | Troe of Pesats of "Nt home™ Joreg synten af P v
o s 0
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Puc. 2. lepeso y2po3 npu 30HUposaHuu cucmembl! Y[
Fig. 2. Tree of threats under “Smart home” system zoning

4I'Iepequb yrpo3 npeactaeneH no FOCT P 51275-2006. 3awwmta nHcdopmauun. ObbekT uHdopmatuaaumum. ®aktopbl,
BO3AENCTBYIOLWME Ha Hopmaumo. Obwme nonoxexus (B3ameH MOCT 51275-96). M.: CtangaptuHdgopm, 2007. 11 c. /
The list of threats is presented in accordance with the GOST P 51275-2006. Information protection. Informatization ob-
ject. Factors influencing information. General Provisions (instead of GOST 51275-96). Moscow, Standartinform, 2007,

11 p.
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Cuctematusauma yrpo3 B COOTBET-
CTBWW C 30HMPOBAHNEM NO3BOMISIET FOBOPUTL O
MPUOPUTETHOCTN MEPEKPLITUA YrPo3: Makcu-
ManbHOe MepeKkpbITe Yrpo3 MNepBoi  30HbI
MWHUMU3NPYET PUCK MPOHWKHOBEHUS BO BTO-
PYl0 W TPETbIO, CNEAOBATENBHO, MUHUMU3NPY-
eT TpeboBaHus K cucteme 6e30MacHOCTU Cu-
ctembl Y[I.

B nepBsoit 30He B Ka4yecTBe MexaHu3ma
3alLMTbl BO3MOXHO UCMONb30BaHNe 3neMeHTa
OJHOro M3 KNnaccoB — No COBCTBEHHOCTM, MO
3HaHWSIM, MO BUOMETPUYECKUM NapameTpam”’.
CnepoBaTenbHo, 3ajavya cBoguTcs K Bbibopy
MeXaHW3MOB M3 [JaHHbIX KNnaccoB, MO3BONA0-
WX MUHUMU3MPOBATL PUCKM B CUCTEME 3a-
WNTLI MHGOPMALMN.

B cucteme Y[ npennoxeHa peanusa-
UM MOZEenu PUCK-OPUEHTUPOBAHHOM OLIEHKM
6e3onacHoCT Ha ypoBHE (OM3NMYECKOTO A0-
cTyna. OnemeHTamy AaHHOM MOZENM Ha Ko-
NTMYECTBEHHOM YPOBHE SBMAIOTCA BEPOSTHO-
CTU peanu3auuy yrposbl Ha ypoBHe (husnye-
ckoro goctyna. 3MeHeHne nonbiTOK MOEHTU-
bukaumm — napameTp BMMSIHUS Ha AaHHbIA
rnokasaTenb, OLEHUTb KOTOPbIN BO3MOXHO Npu
NOMOLLM TEOPWUM MACCOBOro 06CNYXMUBaHUS.

B obwem Buae mogenb naeHTUgmKa-
umMmn nonb3osaTens B cucteme Y[l npeacras-
NnseTCa Kak OQHOpPOAHasi WM HeoaHOPOAHas
OfHOKaHaslbHasi cuctema maccoBoro obcny-
XMBaHMS C oOTKasamum 0e3  Hakonutens
(puc. 3).

PaspaboTaHHas

rpagoBass  Mogesb

=

—{

a

naeHTudmKaumm nons3osatens B cucteme Y[
npeacTaBrieHa B BUAE MOAENN MaccoBOro 06-
CNYXXVBaHWUSA C OUCKPETHBIMU COCTOSHUSMU W
LAMCKpeTHbIM BpemeHem (puc. 4). B mogenu
BbleNeHbl crnegyrline OUCKPeTHbIe COCTOS-
HUS:

— Sp— Hayano Bxoaa B CUCTEMY;,

— S1— HC[I BbINONHEH yCneLwHo;

— S, — HC[I BbINONHEH HEyCneLwHo.

[ns pacyeTa BeposATHOCTEN Nepexona
CUCTEeMbI U3 COCTOSIHUA S; B COCTOsHME S; (rae
i=0,2,J=0,2) nocne n-n NOMNbITKN UOEHTU-
ukaumm HeobxoaMMO BOCMONbL30BATLCA CO-
OTBETCTBYIOLEN MaTpuuen nepexoga. Pu-
HanbHble BEPOATHOCTU COCTOSHWUA CUCTEMBI
nocne n-v NOnbITKM upgeHTuukaumum (P(0)")
paccynTbiBaloTCA No hopmyne

PG RL P2
PO)"=P0O)* 0 B 0],
0 P P

roe yHkums 6esonacHoctn cuctembl Y[ Ha
YypOBHe (hu3nyeckoro goctyna B obuiem suae
npeacraBnma Kak

F=FAM}R),

roe M — mexaHusmbl 3awwmutbl cuctembl Y[,
R— pucku nHpopmaumnoHHon 6e3onacHoCTM.

|58
P——
H2
1% B} — ] >
4
6

Puc. 3. Modenb udeHmucbukayuu nosb3oeamessi 8 cucmeme Y/[: modenu oGHopodHol (a)
U HeoGHOpoOHol (6) oOHOKaHaNbLHOU cucmeMbl Maccoeo2o o6cyKueaHust
¢ omka3amu 6e3 Hakonumesns
Fig. 3. Model of user identification in the “Smart home” system: models of homogeneous (a)
and heterogeneous (6) single-channel queuing system with refusals without a drive

5I'Ipyp,HMK A.M., Bnacosa I".A., PowynkuH A.B. Buometpuueckne metoapl 3alimtbl UHGopMaLmu: yy4eb.-meto. noco-
ove. MuHck: 3p-s8o BIYUP, 2014. 123 c. / Prudnik A.M., Vlasova G.A., Roshchupkin Y.V. Biometric methods of infor-
mation protection: Learning and teaching aids. Minsk: BGUIR Publ., 2014, 123 p.

ISSN 1814-3520 BECTHUK Upl'TY Tom 20, Ne 9 2016 / PROCEEDINGS of ISTU Vol. 20, No. 9 2016

61




MHdopmaTuka, BbluncnuTenbHasa TEXHMKA U ynpaBrieHue
Information Science, Computer Engineering and Management

D,

3

Puc. 4. Mpaghoeasi Modenb udeHmucpukayuu nosib3oeamesns 8 cucmeme Y[
Fig. 4. Graph model of user identification in the “Smart home” system

MexaH13Mbl 3aLMThI B CBOK O4Yepenb
3aBUCAT OT yrpos3bl [OCTyna B MOMELLEHNe
cuctembl Y. (Uso):

M, =M, (U).

Puck R npeacTtaBum B Buae
R=R{P(0)",},C),

roe C — CTOMMOCTb BO3MOXHOMO yuiepba ot
peanu3auum COOTBETCTBYKOLEN Yrpo3bl Ha
ypoBHe chuanyeckoro foctyna; P(0)"y — Bepo-
ATHOCTW Nepexofa CUCTEMbl U3 COCTOSHUS S
B COCTOSAHUE S;.

B cBoto ouepeab

P(0)", =P(0)", (P(0)");

P(0)", =P(0)", (P(0)";).
Torga pyHKUmMS pucka R umeeT Bua

R =R(P(0)",, P(0)",, P(0)";, P(0)";, C).
Takum obpasom, [AeTanusvpoBaHHas
(YHKLUMS  PUCK-OPUEHTUPOBAHHON  OLIEHKU

6esonacHocTu cuctembl Y[1 Ha ypoBHe (hun3u-
4ecKoro JocTyna MMeeT Buz

F=F U, P0)", P(0)";, P(0)';,P(0)";, C).

[ina onpefeneHns MakcuMmarnbHoro
YPOBHA pucka GesonacHocT cucTembl Y[
paccuUMTLIBAETCA  3Ha4eHWe  BO3MOXKHOIO
yuiepba oT peanusauun Kaxnow yrposbl npu
ycnosuu, yto Bce P"y = 1. B aTom cnyyae
MaKcUMarbHbI PUCK 6e30MacHOCTW BbIrMAAUT
KakK

Rmax = C.

YpoBeHb 6e3onacHocTu cuctembl Y[
onpegensieTcs B COOTBETCTBMM C rpaHULAMM,
npvBeaeHHbIMM B Tabnuue.

MNpennoxeHHas mModeslb peanusoBaHa
B nporpaMmHoM komnnekce «OueHka 6es3-
onacHocTu cuctembl Y[l Ha ypoBHe (hum3nye-
CKOr0 [OCTyna» KaK 4acTb MHTerpanbHOn
OLIEHKW, YYMTbIBAIOLLEN, B TOM YMCNE, OLEHKY
Mo 3TanoHy U 3KOHOMMWYECKMM MOKa3aTensm

[5].

B xoge uccnegosaHuna nposegeHa ce-
pUs 3KCMEPUMEHTOB MNPU W3MEHEHUM napa-
METPOB peanu3auum artaku, KonuyecTtsa no-
MbITOK MAEHTUDUKALUN, N3MEHEHUN dTanoHa.
PesynbTatbl 3KCNepUMEHTamnbHbIX WCCNeno-
BaHWN NO MHTErpanbHOM OUEHKe Ans U3MeHe-
HUSI 3HAYEeHU PUCK-OPUEHTUPOBAHHOW OLLEHKM
npeacTasneHbl Ha puc. 5.

MpaHuub! ypoeHeli 6esonacHocmu cucmembl Y[ Ha ypoeHe ¢huszuyeckoz2o docmyna
Boundaries of the “Smart Home” system security levels at the physical access level

YpoBeHb 6e3onacHoctu /
Security level

paHuLbl ypoBHSA 6e3onacHocTm /
Boundaries of the security level

Bbicokuin / High [0-0,3 Rnax)
CpegHun | Medium [0,3-0,6 Rax)
Huskuit / Low [0,6-1 Rinayl
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3TaN0HHAA OUeHKa, %0
Benchmarking, %

‘ PHCK-0pHEHTHPOBAaHHAN
{\ / OLIEHKA, BEPOATHOCTD

SKOHOMHYECKaA . ~) PeaTH3ALHH ATAKH
oneHka, % { ¢ Risk-oriented
Economic ' assessment, the

assessment, %9 probability of attack
a
3TaN0HHAA OUeHKa, ¥
Benchmarking, %
PHCK-OpHEHTHPOBAHHAR
OLEHKa, BePOATHOLTE

SKOHOMHYECKAA PeaTH3ALHH aTAKH
oLeHKa, %0 Risk-oriented
Economic assessment, the

assessment, %9 probability of attack
6
STaI0HHAA OUeHKa, %)
Benchmarking, %
100,
PHCK-OpHEHTHPOBAHHAA
. OUEHKA, BEPOATHOCTE

SKOHOMHYECKaA PeaTH3ALHH ATAKH
oueHka, % Risk-oriented
Economic assessment, the

assessment, %9 probability of attack

Puc. 5. Peaynbmambl 3KcnepumeHmarbHbIX ucciedogaHull Mo uHmezpanbHol oyeHke 6e3onacHocmu
cucmembl Y[] Ha ypoeHe ¢husuveckozo docmyna Ne 1 (a), Ne 2 (6), Ne 3 (e)
Fig. 5. Results of experimental studies on integrated safety evaluation of the “Smart home” system
at the level of physical access no. 1 (a), no. 2 (b), no. 3 (c)
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MHcopmaTuka, BbluMCNUTENbHAA TeXHUKA U ynpaBrieHue

Information Science, Computer Engineering and Management

BbiBoAbI

o pesynbTaTam pUCK-OPUEHTUPOBAH-
HOW, 3KOHOMWYECKOW W 3TanOHHOW OLIEHOK
HaXoOWTCA MHTerpanbHas OLeHKa Kak cymMma
COOTBETCTBYIOLMX 6annos no kaxaomn n3 o6o-
3HAYeHHbIX OLEHOK WU onpegensietcs obLmmn
ypoBeHb 6e30MacHOCTM CUCTEMbI HA YpPOBHE
usmyeckoro gocryna.

MNpennoxeHHas MoAernb pUCK-
OpPWEHTUPOBAHHOW OLIeHKM 6e30macHOCTM cu-
cTembl Y[l Ha ypoBHe busmyeckoro gocryna
MOXeT WUCMOSIb30BaThCS KaK B JIOKaIbHOM, Tak
1 B CETEBOM OLIEHOYHOM PEXMME, YTO MO3BO-
nseT JOCTUYb HOBOrO YPOBHSA 3 dheKTUBHOCTM
MPOEKTHOro peLleHns cuctemsl Y[ B Lenom.
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