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NMPOBEAEHUE ANHAMUYECKOIO AHAJIU3A
UCNOJIHAEMOIOo KOAA ®OPMATA ARM ELF HA OCHOBE
CTATUYECKOIO BUHAPHOIO UHCTPYMEHTUPOBAHMUA
M.K. Ermakov

DYNAMIC ANALYSIS OF ARM ELF EXECUTABLE CODE
USING STATIC BINARY INSTRUMENTATION

Crarbsl TOCBSIIIIEHA BO3MOXHOCTSIM MPUMEHEHUST CTATUYECKOTO WHCTPYMEHTUPOBAHUST UCITOTHSIEMBIX
(haitnoB u daiinoB nuHamuuecknx 6udnmnorek B hopmare ELF st mpoBeneHust AMHAMUYECKOTO aHAIu3a
nporpaMM. [IpoBeseH 0630p CyIIECTBYIOIIMX PENIEHUI B TaHHOW M CMEXHBIX obnactsx. [IpenioxeH mom-
xof K 00pabotke 6uHapHbix (daitioB ARM ELF. OmucaHbl OCHOBHBIE OCOOEHHOCTHU TIPENIaragéMoro Tofa-
XOJIa: pa3MeTKa IIeJIeBbIX (DAIOB ¥ TeHepalnsl BHEIPSIEMOTO KO/Ia Ha OCHOBE TTOJIb30BATEIbCKUX Cieu(pu-
KalWii, UCTIOIb30BaHNE TTPOMEXYTOUHOTO $SI3bIKA OMUCAHUs MHCTPYKIUi accembiepa ARM, KommoHoOBKa
WTOTOBBIX WHCTPYMEHTHPOBAHHBIX (haiiJIoB MCHOJHSIEMOro Koaa. IIpuBeaeHbI pe3yabTaTbl MTPUMEHEHUS
peaj3aiuu JaHHOTO TIOXO0/1a JUISl CO3JaHUST MOYJIe TPACCUPOBKY MTOMEUEHHBIX TaHHBIX, UCTIOJIb3YEMbIX
B paMKaxX MHCTPYMEHTA aBTOMAaTH4YeCcKOro noucka aedektoB Avalanche.

JUHAMMWYECKUI AHAIN3; BUHAPHOE MHCTPYMEHTUPOBAHUE; APXUTEKTYPA ARM.

Dynamic program analysis methods are widely used in a broad range of activities related to software
development; practical implementations of dynamic analysis rely on various code transformation and
monitoring techniques. In this paper we focus on one of these techniques, static binary code instrumentation.
We provide an overview of the existing tools implementing this technique and show that there are no tools
directly applicable to our platform of choice, i.e., ARM/Linux and ELF binary format. We present an
approach to perform static binary instrumentation for the platform in question and describe in detail the
following points: user-specified instrumentation code and insertion point mapping; intermediate instruction
representation used in instrumentation engine; code insertion process; offset correction process. Finally we
describe a set of practical experiments of applying static binary instrumentation to Avalanche, a dynamic
program analysis tool performing automatic input generation and bug discovery.

DYNAMIC ANALYSIS; BINARY INSTRUMENTATION; ARM ARCHITECTURE.

B Hacrogiiee BpeMsl cylliecTByeT OOJIb-
1I0€ KOJMUYECTBO CHUCTEM M HHCTPYMEHTOB,
MPOU3BOISAIINX aBTOMATUYCCKYIO U I10JyaB-
TOMaTUYECKyl0 00pabOTKy IPOrpaMMHOIO
obecnevyeHus (I10) ¢ uenplo aHanu3a, Mpohu-
JIMPOBAaHUS TIPOrPaMM, BCKPBITUST aJITOPUTMOB
W1, HAoO0OpOT, BHEApPEeHUSI OJIOKOB IPEIISIT-
CTBOBAHMUS B3JIOMY.

[IpuBeneHHBIE  NOpUMEPHl  B3aUMOJICH-
ctBusi ¢ I1O oTHocsTCS B MepBylO odepenb
K acneKkTaM BpPEMEHHM BBIIOJHEHUS 1IEJIEBOMU
nporpamMbl. Ha mpakTuke peanuzamus Imo-
JTOOHOUN (YHKUMOHAJBHOCTU TOApa3yMeBaeT
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MPOU3BEACHUE TOIIOJTHUTEIBHBIX NEUCTBUI BO
BpeMs1 pabOThl LIeJeBOUM MporpaMMbl: JUOO Ha
YPOBHE BHEIIHEr0 CUCTEMHOr0 WMHCTPYMEH-
Ta, UMEIOLIETO BO3MOXKXHOCTb OTCJIEXKMBATh W
BIVSTH Ha MOBeJEHHE MporpaMMbl, J1MOO Ha
YpPOBHE MOIM(PUIIMPOBAHHOTO MCIIOJHIEMOTO
KoJa IporpamMMbl WM MCIIOJHSIEMOIO KOJa,
BHEJPEHHOIO B IPOrpaMMy NOCPEIACTBOM UH-
CMPYMEHMUPOBAHUSL.

Paznuuaror Tpu cxeMbl OPOBEACHUS WH-
CTPYMEHTUPOBAHUSI: Moan(UKALUIO Uc-
XOIHOro Koda MporpaMmbl, MOAUMPUKALINIO
MCIIOJIHSIEMOI'O KOJa MporpaMMbl BO Bpems



KoHgepeHUMHU
_a

BBIMTOJTHEHUST (AMHAMWYECKOE€ WHCTPYMEHTH-
poBaHue) U Moaudukanuw GaiaIoB HUCION-
HSIEMOTO KOJa Mepe BBIITOJHEHUEM (CTaTUye-
CKO€ MHCTPYMEHTHUPOBAHUE).

Moaudukauuss WMCXOAHOTO Kojaa IIpo-
rpaMMbl TpeOyeT HaJIM4usl UCXOMHOrO KoJa 1
MO3BOJISIET OMUCHIBATh TPeOYyeMyI0 (PYHKIIMO-
HaJIbHOCTb BBICOKOYPOBHEBBIMU KOHCTPYK-
IUSIMHA SI3BIKOB MporpaMmupoBaHus. Cucrte-
Mbl MHCTPYMEHTHUPOBAHMSI MCXOIHOIO Kona
MO3BOJISIIOT AEJErMpoBaTh peEIIeHUEe IIpaK-
TUYECKUX I10a3aJady H3MEHEHUSI IIPOTrpaMMm
cUCTeMaM KOMITWJISILMKU U COOpKHU, 4TO 0be-
CIeYMBaeT OTCYTCTBME 3aTpaT Ha MOAAEPXKKY
paznmuuyHbIX miat@gopMm. B To xXe Bpems oco-
OSHHOCTHU Mpoliecca KOMITUJISILIUY U ONTUMMU -
3alliM KOJa MOTYT HETaTMBHO BJIMSTH Ha TOYU-
HOCTh aHajM3a, €CId TpeOyeTcs U3BJICUYCHUE
HU3KOYPOBHEBOM MHMOpPMAaLlMK O XOHAE BBI-
MOJTHEHUSI TIPOTPaMMBI.

MHcTpyMeHTHpOBaHUE UCTIOJIHSAEMO-
ro KOJa BO BpeMsl BHIIIOJHEHUS ITPOrpaMMbI
MPENOCTaBIsICT BBICOKYIO TOYHOCTb MOIM-
(ukaumy, 3aHWKEHHBIC 3aTpaThl Ha HeIo-
CPEACTBEHHBIN pa3dop Kojga U BO3MOXHOCTD
00pabOTKM Koma, KOTOPBIM 3arpyxkaercs Wiu
co3maeTcsd TMHaMMYecKd. B To ke BpeMs pas-
0op Kolla U MHCTPYMEHTHUPOBAHUE POBOISTCS
Ha KaXIOM 3allycke mporpammsbl. st meTo-
JIOB aHajKi3a, TPeOYIOIIMX MPOBEASHUE MHO-
JKECTBEHHBIX 3allyCKOB, JaHHas OCOOEHHOCTb
HEraTUBHO BIMSET Ha IMPOU3BOAUTEILHOCTh
10 CPaBHEHUIO C IPYTUMU PeXUMaMU UHCTPY-
MEHTHPOBaHUSI.

CraTrueckoe WHCTPYMEHTUPOBAHMUE WC-
MOJHSIEMOTO KOJa MMeeT OOoJIblIyl0 00JacTb
MPUMEHEHUSI, 10 CPAaBHEHUIO ¢ UHCTPYMEHTHU -
pOBaHMEM MCXOJHOTO KOJia, U TIO3BOJISIET JIeT-
KO OCYIIECTBJISITh JOCTYN K HU3KOYPOBHEBOI
nH(GOPMALIMA O BBIIIOJIHEHUM IIPOTpaMMEL. B
TO X€ BpeMs 3ajaya pa3zdopa MCIIOJHSIEMOro
KOJIa 10 3amycKa MporpaMMbl SIBJISIETCS JOCTa-
TOYHO CJIOXKHOI, 0coOeHHO MpUu paborte ¢ 00-
(pycumrpoBaHHBIM WX 3alIUIIEHHBIM KOIIOM.

Cpenu pacCMOTPEHHOIO BBIIIE MPUMEHE-
HUSI TaHHBIX CUCTEM MOXKHO BBIIEINTL B BHI-
COKOIl CTerneHu BOCTPEOOBAHHYIO 3amdady IO-
HcKa aedeKTOB U ySI3BUMOCTEl B IIpOTrpaMMax
MpU HaJUYMU TOJBKO HCIIOJHSIEMOIO Koja.
AKTYyaJIbHOCTh 3TOM 3aJa4il pacIpOCTPAHSICTCS
Ha MOOMJIbHBIE MaTdopmbl (Hanpumep, Tizen

n Android), mporpamMmMHoe obecriedyeHue st
KOTOPKIX pa3BUBAaeTCs KpaiiHe aKTUBHO. boib-
IIIMHCTBO MOOWJIBHBIX YCTPOMCTB paboTaeT Ha
0a3e mpoueccopHoii apxutekTypsl ARM. lo-
MOJIHUTEJIbHO, MOOWMJIbHBIE YCTPOMCTBA OOBIY-
HO HMEIOT OrpaHMYEHHbIE OOBEMBI PECYPCOB.
Kaxk ObLTIO OTMEUEHO BHIIIE, TUHAMMYECKOE
MHCTPYMEHTHUPOBAHUE IIOBBIIIAET OOBbEM Ha-
KJIaJHBIX PAcXOJ0B MO CPaBHEHUIO CO CTaTU-
YeCKMMU METOJaMMU.

Tem caMbIM pa3syMHO IIPEIIIOJIOXHUTh, UTO
IJIS peLIeHMST 3aJadyd aHaju3a IIporpaMM IIo
WCIIOJIHIEMOMY KOOy MOXHO 3(P(eKTUBHO
WCITOJIB30BaTh METOABLI CTATUYECKOTO MHCTPY-
MEHTHPOBaHMS MCITOJIHAeMoro Koma. K coxa-
JICHUIO, COBPEMEHHBIE CBOOOMHO MOCTYITHBIE
CHCTEMbI CTaTUYECKOTr0 MHCTPYMEHTUPOBAHMS
HE TPEeAOCTaBJISIIOT MOAAEPKKU apXUTEKTYpPbI
ARM. Co3zgaHue CUCTeMbl MHCTPYMEHTUPO-
BaHUsI, CPaBHUMOI MO (PYHKIIMOHAJbHOCTU C
CYIIECTBYIOILMMU aHaJIOTaMU, SIBJISIETCSI aKTy-
AJILHOW 3a7a4yeil.

B pamkax maHHOI cTaThbu OyAeT paccMa-
TPUBATbCSI MOAXON K IIPOBEICHUIO CTaTUye-
CKOTO WHCTPYMEHTUPOBAHUS HWCITOJHSIEMOIO
koma B ¢opmate ARM ELF u ocobeHHOCTH
MPOTPaMMHOI CHUCTEMBI, peaJM3YIOIlIei TaH-
HBIW MOAXO..

0030p CymecTBYIOLIMX CHCTEM
HHCTPYMEHTHPOBAHUS

g OOJBIIMHCTBA CYIIECTBYIOIIMX CU-
CTEM WHCTPYMEHTUPOBAHUSI LIEHTPAIbHBIM
MPUHIIMIIOM SIBJISIETCSl TIPEIOCTaBJIeHNE BO3-
MOXHOCTE! MO MPOBEIECHUIO HACTpaAUBAEMOW
00pabOTKN 1IEJIEBBIX TIPOrpaMM: OJIOKA WC-
MOJTHSIEMOTO KOJIa, B KOTOPBIX MPOU3BOAUTCS
MoauGUKalMs WX BHEAPEHUE JTOMOJHUTEIb-
HOTO KOlla, a Takxke (DyHKIMOHAJbHAsI JIOTU-
Ka HeoOXOAMMBIX M3MEHEHMWU 3aJaloTcsl pas-
pabOTYMKOM MOJYJIsSI WHCTPYMEHTUPOBAHUS.
OcHoBHbIe (DAKTOpbI, OTpaHUYMBAIOLINE 00-
JJacTb TIPUMEHUMOCTU CUCTEM WHCTPYMEHTH-
pOBaHUsl, CleIyIOIIe:

e TIOJJIEpXKMBAaeMble MAIIMHHBIE APXUTEK-
TYphl U crienuieckue Habopbl MHCTPYKIIUIA
JUIST TAaHHBIX apXUTEKTYP;

e TIoJEpXKMBaeMble (hopMaThl OpraHu3a-
1uu (paiiyoB UCHOIHSIEMOTO KOJa;

e TIpeJoCTaBisieMasl pa3MeTKa TOueK U
0JIOKOB MHCTPYMEHTUPOBAHUSI;
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e THUI OpraHU3alM¥ BHEAPSIEMOIO KOAA;

e OrpaHMYEHMSI, HaKJIagbIBacMble Ha lie-
JIeBbIe (DaiiJIbl UCITOJIHSIEMOIO KOofa.

Pannue cucmemv  uHcmpymenmupoganus
CO3AaBAJINCh ST CHEU(PUIECKUX apXUTEKTYP
M TEXHOJIOTUIX U B OCHOBHOM HE€ IPUMEHUMBI
JUUTS. UICTIOJIb30BaHUS HA TaHHBIE MOMEHT M3-3a
OTCYTCTBUSI MOMIEPKKU CO CTOPOHBI aBTOPOB
WIM yCTapeBaHMs LIeJeBbIX I1aTdopM. Tem He
MeHee JaHHbIe IIPOEKThI MPEACTABIISIOT 3HAUM -
TEJbHBII MHTEPEC 3a CUET Pa3BUTUS 00JIACTU U
(bopMynIMpOBaHUSI OCHOBHBIX ITOIXOIO0B.

Cucrema ATOM [1] Obuia paszpaboTaHa
s apxutektypel DEC B cBsI3Ke ¢ cucTeMoit
VIIpaBJI€HUsT W OpPTraHU3alUM MCIIOJIHSIEMOTrO
koga OM [2]. JaHHas1 cucTeMa OTHOM U3 mep-
BBIX IPEIOCTaBIsIa MOJIb30BATEIIO0 BO3ZMOXHO-
CTU OMNKCAHUS JOTUKWA MHCTPYMEHTUPOBAHUS,
B TO BpeMsSl KaK HEMOCPEACTBEHHO MPOIECC
MHCTPYMEHTUPOBAHUS BBIMOJHSJICSI BHYTPEH-
HuM MoayieM ATOM. JJonoaHUTENIbHO MOJb-
30BaTENI0 HEOOXOAMMO ObLIO OCYIIECTBUTH
pa3MeTKy (aiiJioB IIeJeBOM MPOTrpaMMBbl ISt
0003HaYEHHUSI TOUEK BCTAaBKU AOIIOJIHUTEIbHO-
ro Koja.

Astopbl cuctembl EEL [3] cdokycupona-
JIU BHUMaHWE Ha BO3MOXHOCTU MPUMEHEHUS
CTPYKTYPHBIX 3JIEMEHTOB HCITOJHSIEMOIO Kona
LeJeBOM MporpaMmbl (MHCTPYKLUI, OJIOKOB
UHCTPYKUUH, (QYHKUMIA) B KauyeCcTBE TOUYEK
MHCTPYMEHTUPOBAHUS. DTO IIO3BOJMWJIO 3Ha-
YUTEJIbHO YIPOCTUTh MPOLECC Pa3METKU Ie-
JIEBOTO KOma M cIlenuUKauy JIOTUKA MO-
IyJisT MHCTPYMEHTHPOBaHUS. JlOIMOIHUTEIEHO
MOIXO[I, UCHoIb3yeMblil B cucteMe EEL, o6e-
CrieurBaj TUOKYIO CTPYKTYpPY IUIST TTOIICPKKU
Pa3IAYHBIX apXUTEKTyp: KOAWPOBAHUE U Je-
KOIMpPOBaHME 1IEJEBOr0 KOJa M TeHepaluio
BHEJIPSIEMOTr0 KOJla OCYILIECTBIISII crieldpuye-
CKMI MOAyJb, PeaJu3yIoLINii HEKOTOPLIN 00-
LM MHTepderic.

Cpenu cuctem, pazpaboTaHHBIX IO 1Ieje-
BbI€ apXUTEKTYphbl, LIMPOKO HCIIOJIb3yeMbIe B
JAHHBIE MOMEHT, MOXHO BbIIenTh BIRD [4]
(Windows/x86) u BitRaker Anvil [5] (Linux/
ARM).

IToaxon K MHCTPYMEHTHUPOBAHUIO B CUCTE-
me BIRD 3akimouasicss BO BCTaBKe WHCTPYKIIUIA
BbI30Ba BHELIHUX (PYHKIUH B MCHOIHSIEMbI
KO, 1IeJI€BOI MpOTpaMMBbl M COOpKe BHeIpsic-
MOTO KOJa B BUIE AMHAMMYECKON OMOIMOTE-

110

KU, TIPEAOCTABMISIONICH peann3ainio JaHHbIX
BHEITHUX (PYHKIIAH.

Cucrema BitRaker Anvil ocHoBaHa Ha uc-
MO0JIb30BaHUM KPOCC-TJIaT(OPMEHHOIO aHAIM -
3a: B MCMOJIHSIEMbIN KO 11€JIE€BOI ITPOTpaMMBbI
11 rwiatopmbel ARM BCTaBISIIUCH MHCTPYK-
MM BbI30Ba BHelIHeW (yHkumu. Ilpu pado-
T€ LIEJIEBOM IIPOrpaMMbl B Cpele BMYJISLNU,
(byHKIIMOHUpYIOLIEHT B paMKax YCTpOICTBa
X86, BBI30BLI BHEIPSIEMOTO KOJA OCYILECTBIIS -
JIUCh B MPOIECCe CPeIbl AIMYJSILNUU, YTO 3Ha-
YUTEJIbHO MOBBIIIANIO CKOPOCTH IIPOBEACHUS
aHaIMn3a.

CospemenHble cucmemvl UHCIPYMEHMUPOBA -
HUs AKTUBHO HCIIOJNb3YIOTCS I pa3paboTKu
OTIEIbHBIX MOAYJIE WIM MOJHOLEHHBIX WH-
cTpyMeHTOB aHann3a. CylIecTBYeT HECKOJIBKO
HampaBJIcCHUIi, pa3pabOTKU B KOTOPBIX MHTE-
TPUPYIOTCS B CUCTEMBI MHCTPYMEHTUPOBAHUS
IJIS TIOBBILICHUST UX TOYHOCTH, 3(P(PEKTUBHO-
CTU U TMOKOCTH:

e pa3BuTUe MHTepdelica UHCTPYMEHTUPO-
BaHMsI, JOCTYITHOTO ITOJIb30BATEIIIO ST OTIHCA-
HUSI JIOTUKX HEOOXOAMMOTO MOAYJSI MHCTPY-
MEHTHPOBAHMSI;

e TIOAJEPXKKa OOJIBILIOT0 KOJMYECTBA Lie-
JIeBBIX T1aTpopM M pa3paboTka creunduye-
CKUX ONTUMU3ALMI [JIs1 TTOBbILLIEHUS 3(PheK-
TUBHOCTUA PabOThl MHCTPYMEHTOB Ha HAaHHBIX
iaTgopmax;

e TIOBBIIIEHWE TOYHOCTH QJITOPUTMOB JI€-
KOIMPOBaHMS (parMEHTOB JAHHBIX, YIIPaBJIsi-
IOIINX CTPYKTYP M KOJA LIEJIEBBIX MPOTpaMM M
pa3paboTKa ajJropMTMOB M3BJICUEHUS IOIOJI-
HUTEJIbHBIX JAHHBIX O CBSI3SIX U OCOOEHHOCTSIX
00BEKTOB 1IEJEBBIX MPOrpaMM Jis MCIIOJIb30-
BaHUsI MHCTPYMEHTOM aHa/In3a;

e OITMMM3ALIMSI TEHEPUPYEMOIO BHEApsIie-
MOTO KOja.

Cpenu Haubosiee 3HAUMMBIX CHUCTEM CTa-
TUYECKOTO MHCTPYMEHTUPOBAHMUSI MOXHO BHI-
neautb MAQAO [6, 7], PEBIL [8] u Dyninst
[9], mpemocTaBisIONIie BO3MOXHOCTH PAaOOTHI
¢ daiiraMu MCIIOJTHSIEMOro Koja JJisl IuIaT-
dopm Linux/x86 (PEBIL, Dyninst), Linux/
x86-64 (MAQAO, PEBIL, Dyninst) u Linux/
ppc, Linux/ppc64 (Dyninst).

Cucrema MAQAOQO usHavyalibHO ObLIa pa3-
paboTaHa aj1s pa3dopa UCIOJHIEMOro Kojaa u
BHEAPEHUS MOMAYJCH perucTpauuu COOBITUI
IJ11 TIpoWIMPOBAHUS U OUEHKU 3(PPEKTUB-
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HOCTHU pabOThl KOMIOHEHTOB MHporpamMMbl. B
JajbHeIeM ObLIT pa3padoTaH SI3bIK CIiendu-
KaluMU TOYeK MHCTpyMeHTupoBaHus MIL [7]
1 MOAYJIb I'eHepalluy BHEIPSIEMOro Komaa s
NOIIEPKKA BO3MOXHOCTH pa3pabOTKU AOITO-
HUTEJIbHBIX MHCTPYMEHTOB aHaiu3a. BaxkHas
ocobeHHocTh cucteMbl MAQAQO — BbIcOKas
TOYHOCTb U KOPPEKTHOCTh PAOOTHI C IIPOIrpaM-
MaMM, aKTUBHO MCHOJIb3YIOIIMMU Mapajieiib-
Hble BbIYMCIeHUs. UMeHHO 11 aHajlu3a Io-
JOOHBIX MporpaMMm ObLIO pa3paboTaHO SIPO
CHUCTEMBI.

Cucrema PEBIL npousBoaut pasdoop uc-
MOJIHSIEMbIX (hailyIoB 1IEJAEBOIl MPOTPaMMBI,
MOIM(PUKALNIO CEKIIMI KOIa U YIPaBJISIONIX
CTPYKTYP C 1I€JIbI0 MOATOTOBKM K MHCTPYMEH-
TUPOBAHUIO M NOOABJISET BHEAPSIEMBIN KOI B
BUIE JOIOJHUTEIbHON ceKuuu. biioku uH-
CTPYKIIMA B TOYKAaX WHCTPYMEHTUPOBAHMS
3aMEHSIIOTCS Ha MHCTPYKLMU Mepexoia B J0-
O6aBneHHble cekuun. Cuctema PEBIL nmognep-
JKMBaeT reHepaluio BHEAPSIEMOro Kojaa B BUAe
BHEIITHEW TMHAMWYECKOI OMOIMOTEKM WU KO-
POTKUX OJIOKOB MHCTPYKLMIA, HE TPEOYIOIINX
MOIKJTIOYEHUST JTOMOJTHUTEIbHBIX OUOIUOTEK.
B cucreme ucnonb3yeTcs: ABYXIIPOXOAHBIN fIe-
KOJEp MHCTPYKUMIA WM MOIYJIb ONTHUMM3ALINU,
OCYIIECTBIISIIONINI MUHUMU3ALUIO KOJIUYE-
CTBa MHCTPYKIIMI, HE OTHOCSIIMXCS K JIOTUKE
MHCTPYMEHTA aHaiu3a, HO HEOOXOAMMBIX JIJIst
KOpPPEKTHOI Tepenayrd YMpaBieHWS Ha BHe-
JIPSIEMBINA KO,

Cucrema Dyninst mpemocTaBisieT IIMPO-
KU uHTepdeiic onucaHusi BHEAPSIEMOTO Koa
n crneuuuKauuii TOYeK WHCTPYMEHTHUPO-
BaHus. BHyTpeHHUME MOIyIM 00eCIeYNBAIOT
npoBeJeHMEe HEOOXOAMMbBIX MOAUMUKALIWIA,
NpuYeM BO3MOXHO IIPOBEIECHME KaK CTaTW-
YEeCKOr0 MHCTPYMEHTHPOBAaHMS Ha OCHOBE
rnoJiHoMaclTabHoro pazdoopa aitjaoB 1Lese-
BOII mporpamMMbl, TaK M IMHAMMYECKOIO WH-
CTPYMEHTUPOBAHMUSI Ha OCHOBE CTaHIApPTHOIO
rmojaxojaa mepexBaTa U MoaudUKalu OJIOKOB
UHCTPYKLIUINA.

HNucTtpymentupoBanue ¢aiiioB ARM ELF

Kak Obuto ckazaHO paHee, HM OOHA U3
MpPENCTaBICHHBIX BBIIIE COBPEMEHHBIX CH-
CTEM MHCTPYMEHTUPOBAHUS HE MPEAOCTaBISICT
NoAaepXKy 00pabOTKM MCIOJHSIEMOro Kojaa B
MHCTpYyKUMSIX apxuTekKTypsl ARM. Cucrema

BitRaker Anvil He nmpegocTaBisieT MOAACPK-
Ky COBPEMEHHBIX BEpCUil Habopa MHCTPYKLIMI
apxXUTEKTYyphl. JlaHHOE MccienoBaHUE HAIlpaB-
JICHO Ha pa3paboTKy MHOAXoJa MHCTPYMEHTH-
poBaHUS M CO3JAaHUWE WHCTPYMEHTAIBHOTO
CpeICTBa, MPEAOCTAaBJSIONIEIO BO3MOXKHOCTU
paboThl C WCIIOJHSIEMBIM KOIOM B WHCTPYK-
musx ARM. B kauecTBe nepBUYHBIX 3a1a4 JIJIst
MPUMEHEHMSI CUCTEMbl MHCTPYMEHTHUPOBAHUS
paccMaTpuBalOTCs 3alauM, CBSI3aHHBIE C aBTO-
MaTUYECKUM TTOMCKOM AE(PEKTOB M YSI3BUMO-
CTEl B MporpamMmax.

Cpenur OCHOBHBIX IPUMHIIAIIOB pa3pabaThi-
Bae€MOTO IIOAXOAa, OIpPenesIsieMbIX IeJeBbIMU
3aJayaMy JTUHAMMYECKOIo aHajlu3a, MOXXHO
BBIIEJIUTD CJICAYIOIINE:

(hoKyc Ha MHCTPYMEHTHUPOBAHUE CTPYKTYP-
HBIX €IMHUI] MCIIOJHSIEMOro Koma (MHCTPYK-
i) i cbopa MOAPOOHON TpacChl, BKIIIO-
Yalplleil TUMbI M apTyMEHTBhl COBEpIIAEMbIX
oneparui;

nonaepxkKa CO3JaHUSI BHEAPSIEMOIO Kona
B BHUAEC MCXOAHOro koma Ha s3bike C/C++
C BO3MOXXHOCTBIO MCITOJIb30BaHUSI MPSIMBIX ac-
CeMOJIEPHBIX BCTaBOK;

nonaepkkKa BO3MOXKHOCTM 3aJaHusl 00Ja-
CTE MCHOJIHSIEMOro Kojia IIeJIEBOM Mporpam-
MBI Ha OCHOBe (pMJIbTPALUMU MO (HYHKIUSIM U
MOJIYJISIM.

Pa36op daiiioB u renepanus Koma HHCTPY-
MeHTHpoBanusd. IlepBbIM 3TamoMm Ipolecca
MHCTPYMEHTUPOBAHUS  SIBJIIETCST  0OpaboTKa
MOJIb30BaTEIbCKUX CHeUMMUKALMA U IIPOXOL
nekonepa (haiiyloB MCIIOJHSIEMOIO Koja lieJie-
BOI1l mporpamMMbl. A3bIK 3amaHus creuudduKa-
LU TIO3BOJISICT OIMUCHIBATH 1IEJIEBbIE TUIIBI TO-
YyeK WMHCTPYMEHTHUpPOBAHUS, HA0Op (PUILTPOB
JUIST KaKIOOM THUIIA W KOI, BBITIOJIHEHME KOTO-
pOro HeoOXOIMMO B TOUKaX MHCTPYMEHTHUPOBA-
Husg. B uncne mopmep:KnBaeMbBIX THIIOB TOYEK
MHCTPYMEHTHUPOBAHUS CIIETYIOIINE:

CTPYKTYpHBIE TOUYKM, 3aJalollne BCE HH-
CTPYKIIMM ONpeAcIEHHON (YHKIIMOHATbHOM
rpynnbl (apudMeTudecKne U JOTUYEeCKUe UH-
CTPYKLIMM, MHCTPYKLIMU OOCTyHa K IIaMsTH,
BBI30Ba IIPOLIEAYP U T. 1.);

MOIYJIbHBIE TOYKM, 3alalollue MO3UIIUIO
B HEKOTOPOM JIOTMYECKOM O0JI0Ke (BXOOHBIE U
BBIXOJHBIC MHCTPYKLIMU (DYHKIWU, BXOIHBIE
MHCTPYKLMU 0a30BBIX 0JI0KOB, OJIOKM YCJIOB-
HOTO BBITIOJTHEHMS).
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3amaBaeMbie (PUILTPHI 0OECNEUNBAIOT BO3-
MOXHOCTbh OCYILECTBJISITh MHCTPYMEHTHUPOBA-
HU€ JUTS TOYEK OMNPENEJIEHHOIO TUIla BHYTPH
OTHENbHBIX (DYHKUMI WINM TIpyln (QyHKIIWA.
A3bIK  omMcaHUS (QWIBTPOB IOAAECPXKUBAET
TPYIIIOBbIE CHUMBOJIBI UISI BO3MOXHOCTH HUC-
MOJIb30BaHUS Mpe(pUKCOB (HarpuMmep, I pa-
00THI ¢ pyHKIUSIMU KiaaccoB C++).

3agaHue BHeApPSIeMOro Koja OCYILIECTBJIsI-
eTCs TIyTeM HAMMCaHUsI KOPOTKUX 0JI0KOB KC-
XogHoro kojga Ha s3bike C/C++, KoTOphie
ABTOMATUYECKN KOMIIUJIUPYIOTCSI B UCITOJIHSIC-
MBI KOJ, KOTOPBIN BIIOCJIEACTBUM BHEIPSICTCS
B aiibl 1eneBoil mporpaMmbl. CylliecTBYeT
BO3MOXHOCTb HCITOJIb30BaHMST aCCeMOJIEPHBIX
BCTaBOK, IJIOOAJbHBIX MEPEMEHHBIX (C MOMO-
1IbIO 3aJaHMsI 3arojioBKa, OOIIEro ISl Bcex
O0JI0KOB) M BHEUIHUX 3aBUCUMOCTEH (IJIS KO-
TOPBIX HEOOXOAMMO 3aJaTh MMsI MOIKJIIOYae-
MOl OubIMOTEKN).

bioku BHempseMoro Koja IpPUBS3aHBI K
MHCTPYKLMSIM, HaxOISIIMMCS B TOUKaxX HH-
cTpymMeHTUpoBaHMs. Ilpy HamucaHuu BHe-
IpsSEeMOro KoJa CYIIECTBYeT BO3MOXKHOCTb
WCIIOJIb30BaHUS CHEIMaJbHOIO HHTepdeiica,
MPENOCTABJISIONIETO OIepallii Hal MHCTPYK-
IUSIMU IBYX TUITOB:

e OIlepalliy JOCTyIa K CTaTUYECKUM DJIie-
MEHTaM WHCTPYKIIMIA, TaKUM KaK HOMepa pe-
TUCTPOB OIIEPaHIOB, 3HAYEHUSI KOHCTAHTHBIX
orepaHaoB, ¢Jard, creuuduIHbIe IS OT-
JICJIbHBIX TPYIIT MHCTPYKIINIA;

e OIepallMy O0CTyNa K AWHAMUYECKUM
BJIeMEHTaM WHCTPYKIWI, TaKUM KaK 3Haye-
HUS PETUCTPOB M COMEPKMMOIO SYEeK ImaMsi-
TU, 3HAYEHUsI perucrpa ¢pjaaroB Ijs1 padOThI C
0JI0KaMM YCJIOBHOTO BBIMIOJTHEHUS U T. .

Peanuzamnust onepauuii mepBoro TUIla Ha-
CTpO€Ha TaKUM 00pa3oM, YTOOBI TPUBOAUTH K
reHepaluy SIBHBIX KOHCTAHTHBIX 3HAUYCHUI B
HWCXOAHOM BHeapsieMoM Kome. Pabora Gioka
ONTUMM3ALMU MPU KOMITWISILAM BHEAPSIEMO-
ro Koja MO3BOJISIET TOHU3UTh HaKJIaJaHbIE pac-
XOJIBI IO OCYILIECTBICHMIO JOCTYMa K CTaTU4e-
CKMM 3JieMeHTaM. 1 peaqm3anuy ornepanuii
BTOPOTO TUIIA IIPOU3BOIUTCS TeHepalus 0JoKa
WHCTPYKLIMIA, BBIIIOJHEHNE KOTOPOIO MpHUBE-
JeT K BBIUMCICHUIO HEOOXOOUMBIX 3HAYeHUIl
MPU BBIMOJTHEHUU BHEAPSIEMOTO KOJa.

IMoaroroBka ¢aiiioB ueneBoii mporpam-
Mbl K MHCTPYMEHTHPOBAHMIO. BTOphIM 3Tarom
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MHCTPYMEHTHUPOBAHUS SIBISIETCSI W3MEHEHUE
CTPYKTYphI (PaiiyioB IEJIeBOM TMpOrpaMMbl B
pamkax dopmata ARM ELF g nmonydyeHust
KOPPEKTHBLIX 00pa3oB. B cnucok omnepauuii,
NPOBOAMMBIX Ha JAHHOM 3Tame, BXOIAT Cle-
IYIOIIKE:

e KOIMPOBAaHME MCXOOHOM  CTPYKTYPhI
¢aitmoB 1 mobdaBlIeHUE JTOMOJTHUTEIHLHBIX CeK-
M1 BHEAPSIEMOIO KOAa U TaHHBIX;

e [EpeMelleHMEe U pacllupeHue psaaa Cex-
1A, coaepKalluX YIPaBISIOLIYI0 MH(pOpMa-
LU0 W WCHOJHSIEMBIA KOH, IJis J00aBICHMUS
BHEIITHUX 3aBUCUMOCTEM, yKa3aHHBIX BO BHE-
IIPSIEMOM KOJIE;

e 100aBJICHUE UCIOJHSIEMOIo Koaa U 3a-
MOJIHEHUE YIPaBISIOIINX CTPYKTYP B pacllu-
PEHHBIX 00JIaCTIX CEKLMIA COIJTaCHO CTaHIaap-
Ty ARM ELF u nnporokosiam reHepanuu Koaa,
HCIIOJIb3YEMbIX KOMIUJIATOPAMH U COOPIIMKA-
MM, IJI1 KOPPEKTHOM pabOThI 3arpy3dyrKa Ipu
BBIITOJJTHEHUM MHCTPYMEHTMPOBAHHBIX HCITOJ-
HSIEMBIX (paiiyioB 1 OMOJIMOTEK.

HNuHcTpymMenTHPOBAHKE MOATOTOBJIEHHBIX 00-
pa3oB. HenocpencTBeHHOE MHCTPYMEHTHUPOBA-
HHUeE 3aKJIF0YaeTCsl B 3aMeHe OJHOM MHCTPYKLIUU
wim OJIOKa MHCTPYKUMI B YKa3aHHBIX TOYKAX
Ha MHCTPYKIMIO TTepexoa B CEKIIUIO BHEIPS -
€MOro Koja, MO00aBJICHHYI0 Ha MpeablaylleM
arane. Ilocnenyroiiue OeUCTBUS CBSI3aHBI C
obecrnieyeHUEM KOPPEKTHOCTA MOAU(DULIMPO-
BAaHHOTIO KoOJa IIyTeM BCTaBKU IOMOJHUTE/Ib-
HBIX MHCTPYKLMIA COXpPAaHEHUS COCTOSHUS
IporpaMMbl M BOCCTaHOBJICHMSI 3aMEHEHHBIX
WHCTPYKLIMNA.

CreHepMpOBaHHBII BHEAPSIEMbI KO CO-
CTOUT M3 Habopa 000COOJEHHBIX CEIrMEHTOB,
KaXIblii M3 KOTOPBIX COOTBETCTBYET TOUKE
UHCTpyMeHTHUpoBaHus. [Ipu 3TOM CerMeHThI
MMEIOT OJOYHYIO CTPYKTYpPY, pPa3deJEeHHYIO Ha
YyeThIpe 00JIACTU: HAYaJIbHBIN «ITyCTOI» OJIOK,
COCTOSIIMIA U3 MHCTPYKIIMIA, HE MMEIOIIMX HU -
KaKMX MOOOYHBIX 3(p(PEeKTOB, HEIMOCPEACTBEH-
HO OJIOK KOJla, peaIM3YIOIIMii HEeOOXOAUMYIO
711 aHaiau3a (QYHKIUOHAJIBHOCTh, OOITOJHU-
TeJIbHBIA «IyCcTOM» OJIOK U 00K maHHbIX. Ha-
YaJIbHBIN W JOTIOJTHUTEIBHBIN «ITyCThIe» OJIOKMU
MMEIOT pa3Mep, OIpeaeasIeMblii 0COOEHHOCTSI -
MM MHCTPYKLIMI B TOYKE MHCTPYMEHTHPOBA-
HUS, W MCIIOJB3YIOTCS IJI BCTABKU CIyXkeO-
HBIX MHCTPYKIIWH.

B nporecce MHCTpYMEHTUpPOBAHUSI B IEp-
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BBI «ITyCTOI» OJIOK OCYIIECTBIISIETCSI BCTaBKa
MHCTPYKILIMIA COXpAaHEHUSI PETMCTPOB, U3MEHSsIE-
MBIX LIJIEBbIM OJIOKOM, BO BTOPOI «ITyCTOM»
OJIOK OCYIIECTBISIETCS BCTaBKa WHCTPYKUMIA
BOCCTAHOBJIEHMST PETUCTPOB 1 BCTaBKa MHCTPYK-
LM Koda, KOTOpbIEe ObLIM 3aMEHEHBI B TOUYKE
WHCTPYMEHTUPOBAHUSI HA WHCTPYKIIMIO Iepe-
xona. [locnenHelr BO BTOpOii «ITycToOil» OJIOK
BCTaBJIIETCS MHCTPYKIIUST BO3BPATHOIO MEPEXO0-
Jla B OCHOBHYIO CEKIIMIO KOJIa HAa MO3UIIUIO MO-
cJie TOYKWA MHCTpyMeHTUpoBaHus. [1py Hammauun
JIBYX CMEXXHbBIX TOYEK WHCTPYMEHTUPOBAHMS C
LIEJIbIO CHUDKEHMST HaKJIaIHBIX PACXOJ0B BMECTO
BO3BPATHOIO IIepexoda MOXKET OCYLIECTBISThb-
Cs TIEpEXOl Ha CEMYIOIIUI OJJOK BHEIPSIEMOTO
koma. Ilpumep CTpyKTyphl Koma MpeACTaBIeH
Ha PHCYHKE, TOKa3bIBAIOIIEM TpU OJIOKAa WH-
CTPYKLIMIA: MCXOOHBIA OJIOK WHCTPYKLMI, CO-
JIEpKalMi TOYKY WHCTPYMEHTHPOBaHUS, OJIOK
MHCTPYKILIMIA MOCJI€ BCTAaBKM MEpexoJa Ha BHE-
JIpSIEMBI KOI M COOTBETCTBYIOIIMIA OJIOK BHE-
JIPSIEMOTO KOoJa.

Bo BpeMs mepeHOcCa MCXOMHBIX MHCTPYK-
1IMii BO BTOPOM <«ITyCTO» OJIOK MOXKET BO3-
HUKHYTb HEOOXOIMMOCTH MOAM(MUIINPOBATH
napaMeTpbl MHCTPYKUMIA WU 3aMEHUTb WH-
CTPYKLMIO HA OJIOK, MPOU3BOASIUMNIA UAEHTUY -
HBI 3(pdexT. B nepByto ouepeab MoaoOHbIE

CJIOXXHOCTU BBI3BIBAIOT MHCTPYKLIMU, KOTO-
pble HaAmpsIMyl0 WIM KOCBEHHO HCIIOJb3YIOT
3HAQUEHME CUeTYMKA KOMAaHJ. WHCTPYKLUU
rnepexofa MO OTHOCUTEIbHOMY CMEIIEHUIO,
MHCTPYKLMU AOCTYyIIa K MaMSITU IO ampecy,
BBIYMCIISIIOLIEMYCSI 110 CMEIIEHUIO OT TeKy-
1Iero, 1 T. 1.

Koppekuus cvMemeHnii Bo BHeIpSieMOM KOJIe.
[locnegHuM 3TanmoM MHCTPYMEHTUPOBAaHUS
SIBJIICTCSI BOCCTAaHOBJIEHUE CMEIICHUH, WC-
MOJIb3YEMBIX MHCTPYKILIMSIMM OOCTYIIa K IJIO-
OaJIbHBIMM TIEPEMEHHBIM U BHEIIHUM 3aBUCH-
MOCTSIM BO BHeapsieMoM Koae. CTraHmapTHBII
npoliecc COOPKMU MCITOJIHSIEMOIO KOAa M3 He-
CKOJIbKMX OOBEKTHBIX (halijioB BKIIIOYAECT B
cebs1 BBICTaBJIeHUWE KOPPEKTHBIX CMEIIeHUI
B CEIMEHTaX MCIOJHSIEMOIO KoIa IT0 OOIeit
CeKILIMM paboThbl C TI00aJbHBIMU JAaHHBIMM U
3aBUCUMOCTSIMU. B mpoliecce MHCTpYMEHTU-
pOBaHUS CreHEPUPOBAHHbBIN BHEAPSEMBbIA KO/
MOIKJIIOYAETCs K CYIECTBYIOLIEMY MCIIOJIHSIE-
MoMy aiisly uim 6ubInMOoTEKe CTOPOHHUMMU OT
CHCTEMbI COOPKM CpeACTBaMU (MCIIOIb30BaHUE
CTaHJAPTHBIX COOPIIMKOB HAIMpPSIMYyI HEBO3-
MOXHO M3-3a OTCYTCTBMSI IOMNOJHUTEIbHBIX
TaOJIMIL B UCXOAHBIX (haiiyiaxX LeJaeBbIX (aiiioB)
M, COOTBETCTBEHHO, TpeOyeT MPOBEACHUS I10-
JTIOOHOTO 111ara.

3308: 1ldr r3, [fp, #-28] 3308: 1ldr r3, [fp, #-28]
330c: cmp r3, #70 336c: cmp r3, #70
3310: beq 3358 3310: beq 3358
3314: 1dr r3, [fp, #-24] p——>p 3314: b S5f26cC e
——P 3318: 1ldr r3, [r3] 3318: 1dr r3, [r3]
331c: mov r2, #13 331C: mov r2, #13
L sf26c: push {re, r1, r2, r3, ip, 1r)
s276: mrs ip, CPSR CoxpaHeHne pPerncrpog, WCNONL3IYeMux
sf274: push {ip) WHCTPYMEHTALMOHHEM KOAOM
5f278: 1ldr re, [pc, #24] WHCTpYMEHTALMOHHNN KOo4 (Bn30oB
5f28c: bl 2e9c BHEWHEN QYHKLUMK)
5f280: pop {ip}
5f284: msr CPSR_fs, 1ip BOCCTaHOBNEHWE perucrpos
5f288: pop {r@, r1, r2, r3, ip, 1r}
5f28c: 1dr r3, [fp., #-24] NCX0AHas WHCTPYKUWA
—|5f290: b 3318 WHCTpyxums obpaTHOro nepexoga
5f294: .word Ox00003314 [aHHse WHCTPYMEHTAUMOHHOr0 Koaa

[Ipumep MHCTPYMEHTHMPOBAHUSI OJHOMN TOUYKU
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Oco0eHHOCTH NPAKTHYECKOH pean3alun
noaxozaa

CucreMa MHCTPYMEHTHUPOBAHUSI MHTETPU-
poBaHa C HaOOpOM MHCTPYMEHTOB binutils
[10]. bazoBbie momynu binutils BKItoYaroT B
cebs1 OMOIMOTEeKyY IJisl pa3dopa W yIpaBIeHUS
daitmamu B ¢popmate ELF, mpuuem Tekymas
BepcUs KOMILIEKCa VYK€ BKJIIOYaeT B CeOs
CpeICTBa yaaJleHUs, 100aBICHUS U IepeMellie-
HUS CeKIWi, MpeACTaBJICHUS YIPaBIISIONINX
CTPYKTYp B HeoOxoaumom ¢opmarte. Hako-
Hell, B cocTaBe KoMILIeKca binutils cyIecTBy-
eT oubmoreka libopcodes, mpemocTaBisIomast
rMOKU MHTepdeiic M1 peanru3aunuyd MoayJei
JIeKOIMpOBaHUs Habopa MHCTPYKIIUI oIpee-
JIEHHOM apXWTEKTYPHI.

HNuctpymenTsl readelf n objdump B cocra-
BE KOMIUIEKca binutils KCITOMB3YIOTCS OIS M3-
BJICUEHUSI CTPYKTYpHI LiesieBbIX (paitnioB ARM
ELF, pa3MeTkn TO4eK MHCTPYMEHTUPOBAHUS
M aBTOMATUYECKOM TreHepaluyd HCXOTHOIO
KoJa WHCTPYMEHTUpOBaHUSI. WMHCTpyMeHT
objdump peanudyer JMHEHHOE JU3acCeM-
OvMpoBaHME; NAHHBIA MOAXOJ B OTJIUYME OT
MeToda PEeKypCHBHOIO pa3dopa HaKJIaabIBaeT
TOTOJTHUTEJIbHbIE OTPpaHUYECHUS Ha BXOOAHBIE
(aitnpl (HanmpuMep, HAJIMYKE TaOJUIIBI CUMBO-
JIOB) 17151 oOecreyeHusl TOUHOCTU pe3yJibTara.
Tpanchopmanusi BHEAPSIEMOTO KoJa B 00b-
eKTHbIe (DaiiJibl OCYIIECTBIISIETCS C TTOMOIIIBIO
KOMITUJIITOPHON CHUCTEMBI gCC, KOHKpETHasI
BepCUsI KOTOPOM MOXKET OBITh IpeaoCcTaBlieHa
noyb3oBateneM. IlepepacmpeneieHue uCXO-
IHBIX CEeKIUI M Jo0aBjIeHWE HOBBIX CEKLIUA
OCYILIECTBJISIETCSI C MOMOIIbI0 MHCTPYMEHTa
objcopy. [l KOppeKLWU CMELIEHU U cer-
MEHTOB, OCYIIECTB/ISIONIMX pabOTy C BHEI-
HUMM 3aBUCUMOCTSIMU, Ha OCHOBE BHYTPEH-
Hell 6ubnanoreku pabotel ¢ dopmatom ELF
binutils pa3paboran mHcTpymMeHT addsymbol.
HaxkoHel, Moayab pacluvMpeHus Ajasi OuOu-
oteku libopcodes, MCIOMB3yeMblil IJisl pas-
METKHA TOYE€K WMHCTPYMEHTHPOBAHUS, WMHTE-
TPpUPOBaH C HOBHIM MHCTPYMEHTOM rewriter,
MPOBOASIIMM HEIMOCPEACTBEHHOE UHCTPY-
MEHTHPOBaHUE.

BHyTpenHee mpencTaBiieHMe MHCTPYKIMIA.
IIpn pabore umHCTpyMeHTa objdump mpouc-
XOAUT pa3dop MHCTPYKUMUU (paiijioB UCTIONTHSI-
€MOTr0o Koja 1IeJIeBOl MporpaMMbl U II€peBO.
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WHCTPYKLIMIA BO BHYTPEHHEE IIpEICTaBICHUE,
OITMCHIBAIOIIIEE X OCHOBHbIE 3JIEMEHTHI U Ia-
pametpbel. Cpenu HauOosee 3HAYMMBIX BJie-
MEHTOB MOXKHO BBIIEJIUTD CICAYIOIINE:

TAIT apryMEHTOB MHCTPYKUMU (PETUCTPHI,
KOHCTaHTHbIC 3HAYECHMUS);

3HAYEHUs apryMEHTOB WMHCTPYKLMU (IJIs
KOHCTaHT);

KO oTeparyu;

JOIIOJIHUTEJIbHBIC TTapaMeTphl, crieluduy-
HbIE I TPYHOIl omnepauuii (peXMMbl WHACK-
CHPOBaHUSI, TPUITEPHl OOHOBIIEHUSI PErUcTpa
¢aron).

OcHoBHasl (yHKIMOHAJAbHASA MOIIHOCTD
no o0paboTKe JaHHBIX MapaMeTPOB JEXKUT Ha
BHEIPSIEMOM KOJe, OQHAKO IPSIMOI IOCTYIl K
3HAYEHUSM ITapaMeTPOB 3HAYUTEIBHO YIIPO-
1IaeT CTPYKTYpPy BHEIPSIEMOTO KoAa 1M CHMXa-
€T HaKJaJHbIe PacXoIbl IIPU MPOBEACHUN aHa-
JIM3a 3a CYeT €IMHOBPEMEHHOIO M3BJICUCHUS
CTaTMYECKUX MTaHHBIX Ha 3Tare WHCTPYMEHTHU -
poBaHUS.

IIpakTnyeckoe mnpUMeHEHHE CHCTEMbI HH-
CTpyMeHTHpPOBaHHA. B pamkax mpaKTUYeCKUX
BKCIIEPUMEHTOB 110 MCIIOJIb30BAHUIO CHCTEMBbI
CTaTMYECKOI0 WHCTPYMEHTUPOBAHMUS paspa-
0oTaHbl MOAY/IW, ITO3BOJISIONINE TIPOBOIUTH
JTUHAMWYECKUI aHan3, HalleJ€HHBbId Ha aB-
TOMAaTUYECKUII MOUCK AedeKkToB. JlaHHbIE MO-
IyJId pa3padaThblBAIMCh JUISI CYLIECTBYIOLIEH
cucteMbl aHanu3a Avalanche [11], ctrangapTHO
HCIIOJIb3YIOLE IMHAMUYeCKOe MHCTPYMEHTU -
poBaHUe Ha ocHOBe KomrIuiekca Valgrind [12]
1711 cOopa HEOOXOAUMBIX TaHHBIX.

Cucrema Avalanche ocyuecTBisier 00-
XOJl BO3MOXHBIX ITYyTE€W BBITIOJHEHUS LIEJIEBOM
MporpaMMBbl Ha OCHOBE OTCJIEXKMBAHMS ITOTOKA
TMOMEUEHHBIX JAHHBIX, COCTaBJICHUS CUCTEM
OyJIeBBIX (DOPMYJI 7151 OMMMCAHMS MTyTEN BHIITON -
HEHHUs M aBTOMAaTMYECKON TeHepalliy HOBBIX
BXOJHBIX MTaHHBIX C TTOMOIIBIO pelnaTess Oy-
JeBbIX (opmys. CucremMa OCYILIECTBIISIET UTe-
paTUBHBIA aHaaMW3, MpUYEM Ha KaXXJAOW uTe-
paluu 1ejeBas IporpaMMa BBITIOJIHSIETCS IO
KOHTpPOJIEM JBYX MOIYJIEH, U3BIECKAIOIIMNX JT0-
MOJIHUTEJIbHBIE NaHHBIe, — tracegrind (MOIyJb
MHCTPYMEHTHUPOBAHUS C MLEIbI0 TMOJIYYEHUS
MOJIHOW TpacChl MHCTPYKIIMMA, ONMEPUPYIOLINX
MOMEYEHHBIMU JaHHBIMU) U covgrind (Moayib
MHCTPYMEHTUPOBAHUS C 1IEJIbI0 BBIUYMCICHUS
METPUKM IIOKPBITHSI HAa OCHOBE KOJMYECTBA
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BBIMOJTHEHHBIX 0a30BbIX 0JJ0OKOB). 711 pabOThI
C yHaJA€HHBIMUA U BHEIIHUMM YCTPOHCTBaMHU,
00JamalolMMN  OTPAaHUYEHHBIMM ~ BBIYMCIIM -
TeJIbHBIMU MOILIHOCTSIMHU, B cucTeMe Avalanche
MPEeNyCMOTPEH CIEUAIbHBIA PEXUM, TIPU KC-
MOJIb30BAHMM KOTOPOTO Ha IIEJIEBOM YCTPOIi-
CTBE OCYIIECTBJISIETCS TOJbKO 3amyCcK IIpo-
rpaMMBbI, a IoJjiHass 00paboTKa Tpacc U padborta
pemaTenst OyJeBbIX (pOPMYJT BBHIMTOJIHSIETCS Ha
XOCT-YCTPOMCTBE.

PeanuzoBaHHBIE Ha OCHOBE CTAaTMYECKO-
ro MHCTPYMEHTHPOBAHUSI BEpCUM MOAYJIEH
covgrind u tracegrind MCMOJb30BAIUCh B paM-
KaX yKa3aHHOTO pexuma padoThl U MO3BOJIM-
JIM 3HAYMTEJIBbHO YCKOPUTh aHaJIu3 Habopa
LIeJeBBbIX IIporpamMM. Pasnuuust B 06paboTke
MHCTPYKUMIA CUCTEMAMM CTaTUYECKOTO U M-
HaMHUYE€CKOro MHCTPYMEHTMPOBAHUS IIpUBE-
JMU K MaJloMy M3MEHEHHWIO Topsaka obxoaa
BETBEli, OIHAKO IMOBBIIIEHUE CKOPOCTU 00-
XOlla BETBEW OBLIO 3apMKCHMPOBAHO Ha BCEX
npoektax. OOHapyXeHHBbIe IeMEKTBHl COOT-
BETCTBYIOT Ae(eKTaM, HaIeHHBIM CUCTEMOM
Avalanche paHee Ha pacCMOTPEHHBIX IIPO-
eKTax IS apXuTeKTypnhl x86 64. B Tabmuie
NpUBEIeH KpaTKUil 0030p pe3yabTaToOB pado-
TBl CUCTEMBI C HCIIOJIb30BAaHUEM JBYX THUITOB
MHCTPYMEHTHUPOBAHMUSI.

Bpems aHanuza o1 BceX 3aMyCKOB OBLIO
OrpaHMYEHO JBYMS YacaMM (CTaHOapTHas
npakTuKa ais1 nHCTpymeHTa Avalanche), B ka-
YeCTBe HavyaJbHBIX BXOAHBIX JAHHBIX MCIIOJb-
30BAJINCH (hailibl, COOTBETCTBYIOIIME ITPEIbI-
IOyIIUM pe3yJbTaTaM IpuMeHeHus1 Avalanche.

B cnucok mpoaHanuM3MpoOBaHHBIX IPOrpaMM
BXOJISIT:

yruwiuta swifdump (swftools-0.9.0) ais us-
BJIeUeHMST MH(POPMALIUU O COMEepPKUMOM haii-
JoB popmata SWF;

yruaura mpeg2dec (libmpeg2-0.5.1) s
JexonupoBaHus ¢aiiioB ¢popmata MPEG-2;

yrunura cjpeg (libjpeg-7) mist KomupoBa-
Hus ¢aiiioB B ¢popmar JPG;

yruauta qtdump (libquicktime-1.1.3) mis
JeKOIUPOBaHMs (paiijioB HECKOJIbKUX (hopma-
ToB (Hanpumep, AVI);

ytuauta  mpeg3dump (libmpeg3-1.8)
IJI1  OeKoaupoBaHus (QaitioB B ¢opmaTe
MPEG-3.

H7s1 4eThIpeX LeJeBBIX IIPOrpaMM U3 IISITU
Npu MPUMEHEHUU CTaTMYECKOTO0 MHCTPYMEH-
TUPOBaHUS OBLIO IJOCTUTHYTO MSITUKPATHOE
yBEJIMYEHUE KOJIMYECTBA MTepalldil aHaniu3a.
HedexTbl, M3BECTHBIC II0 IPEAbIAYIIUM pe-
3yJibTaTaM paboThl Avalanche, ObUIM MOTYYEHBI
paHee, M IJISI OIBYX IIPOEKTOB OBbUIO HalaeHO
0oJblie pa3IUYHbIX AedeKToB. s mporpam-
Mbl mpeg3dump ObUIO 3aDUKCUPOBAHO Me-
Hee 3HAYUTEJbHOE YCKOPEHME, YTO CBSI3aHO C
OOJIBIINM KOJIMYECTBOM BETBEI BBIIIOJIHEHUS,
MPUBOAAIINX K 3allMKJIMBAHUIO MPOTrPaMMbl.
3alUKJIMBaHUE TIPUBOAUT K 3aIepxKKe IIO
OXMAAHUIO cpabaThiBaHUS TaiiMepa U K CHU-
JKEHMIO IMOJIE3HOIO BpeMEHHU aHajIu3a.

PaccMoTpeHHBII TTOAX0A TTO3BOJISIET CO3/a-
BaThb TOYHBIE W 3(DMEKTUBHBIE MHCTPYMEHTHI
aHaM3a, OCYLICCTBIISIIOLINE TPACCUPOBKY JaH-

PesyabraTbl paGoTsl uHCTpyMeHTa Avalanche

IMporpamma Wrepaimn anamsa | ° TAKAIPHEE Bpems o6HapykeHus
porp pat JedeKThI repsoro nedexra, ¢
JvH. 105 1 31
swidump Crar. 575 J )
JuH. 55 1 73
mpeg2dec Crar. 300 . :
cine JluH. 236 1 600
Jpee Crar. 1331 1 20
JvH. 189 1 1269
qdump e 1027 1 3
AULE 54 1 112
mpeg3dump Crar. 155 : n
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HBIX M MHCTPYKIMA. HanOOoabIIMiT BBIUTPHILIT
MO0 IIPOM3BOAUTEILHOCTU II0 CPABHEHUIO C CY-
IIECTBYIOIIIMMM AUHAMWYECKUMM aHaJIOraMm
JOCTUTAETCSI MPU BBITIOJIHEHUM MHOTOUMCIICH-
HBIX 3aITyCKOB MOAM(MUIIMPOBAHHBIX IIEJIEBBIX
nporpaMM (C LI€JbI0 MPOBEPKU Pa3IAYHBIX
MyTeil BBIMOJHEHUST U clieHapueB paboThl). Ha
JAHHBIM MOMEHT OCHOBHA 3afaya peajn3aiin
MoaxoAa 3aKiItovaeTcs B padborte ¢ miaThopMoit
ARM, ogHako MHTerpauus ¢ cuctemoii binutils
o0ecrneyrnBaeT BO3MOXHOCTh MOIAEPKKU JpY-
rux cucteM (B pamkax ¢opmarta ELF) 0e3 He-
00XoAMMOCTU MOoIM(pUKaIMX 0a30BbIX MOIYJICH
CUCTEMbI MUHCTPYMEHTUPOBAHMSI.

B HacTosiee BpeMs paccMaTpUBaIOTCS
cleAylolle HaIlpaBlieHUs Oymylleil OesiTeb-
HOCTHU:

PacimmpeHue MHOXeCTBa IOAIEpPKMBae-
MBIX THUIOB TOYEK HWHCTPYMEHTUPOBAHUS M
uHTepdeiica, MPeaoCTaBIsIeMOIo I0JIb30BaTe-
JIIO 11 OMWCAaHUs BHEAPSIEMOTO Koja.

HccnenoBanusi BO3MOXHOCTEN ONTUMM3a-
LMY UHCTPYMEHTUPOBAHMS 3a CUET YMEHbIIIE-
HUS KOJIMYECTBA MHCTPYKIIMi, 0OecrneunBao-
11X KOPPEKTHOCTh IepexBaTa yIpaBlIeHUs, 1
peopraHu3aluy Nepexog0B MEXIy MCITOIHSIe-
MBIM KOIOM 1IeJIEBOI IIporpaMMbl U OJIOKaMM
BHEAPSIEMOTO Koja.

TloBbIlIEHME TOYHOCTU PabOTHI AeKOAepa
WCIIOJIHSIEMOro KojJa Npu pabdore ¢ (aitnamu
ELF, He coaepxXallluMu OOIIOJHUTEIbHEIE
CeKIIMY YIpaBisiolieil nHpOopMaIvu.

W3MeHeHue CTPYKTYpbl BHYTPEHHETO pe-
CTaBJIeHUs] UHCTPYKLUMI JUISl TOBBILLIEHUST THO-
KOoCTU uHTepdelica, MPemoCTaBISIeMOro s
HamMCcaHUsl BHEAPSEMOro Kojia, U ajarTaluu
K TOAAepXKe pa3IddyHbIX HaOOpPOB MHCTPYK-
uuii. OTHUM U3 BO3MOXKHBIX pElIEeHUI B JaH-
HOM HaIIpaBJICHUM SIBJISICTCS TOJHOMACIITA0-
Hasl TpaHcdopmalusl OJOKOB WMHCTPYKLUMHI B
oIepaluy IMPOMEXYTOYHOIO sI3bIKa (HaIlpu-
mep, REIL [13]).
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